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INTRODUCTION

Since 2009, Russia has invested significant effort into developing unmanned
aerial vehicles (UAVSs), or drones, for military purposes. They have used drones for
reconnaissance, targeting, electronic warfare, and direct strikes. Some of these
UAVs have been used in Ukraine and Syria since 2014, while combat UAVs (i.e.,
the Orion and Altius drones) still were on the research and development phase at
the beginning of 2022.

However, after a year of war in Ukraine, the Russian military has lost the biggest
part of its tactical reconnaissance and targeting UAVs. At the same time, it was
still unable to deploy advanced combat UAVs. As soon as fall 2022, or roughly six
months into Russia’s full invasion of Ukraine, Russia started the large-scale use of
Iranian loitering munitions, and continues to be highly dependent on them as of
fall 2023.

Despite efforts towards increasing their production, Russia’s use of its own
loitering munitions remains insignificant.
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KEY FINDINGS

* Relying on global supply chains, Russia was able to develop its own UAV
industrial base in the late 2000s and early 2010s. For UAV production,
Russia imported electronics, engines, and industrial equipment (which
is more important than electronic components) from Europe, the United
States, Israel, and Japan, among other places.

* The fundamental problem of integrating UAVs into the different branches
of the Russian armed forces and Russian military doctrine was not solved
by 2022. The full-scale aggression against Ukraine challenged Russia’s
approaches towards UAVs and the UAV industrial base. Significant parts
of the drone supply chains that Russia purchased before 2022 havebeen
lost. Western sanctions and Russia’s decreasing financial, technological,
and human capabilities undermine sophisticated UAV projects started in the
2010s, as well as the Strategy of Development of Unmanned Aviation for
2030-2035 issued in 2023

* The Russian military recognized that Ukraine processed and exchanged
information between drones and artillery much faster, and this processing—
together with general compatibility of different systems in the Russian
armed forces—needed crucial improvements.

~
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* The lack of command, control, and communication systems—together
with an over-centralized decision-making process and the huge Ukrainian
theater—made smaller tactical units in the Russian military dependent on
imported small commercial and agricultural drones like those produced by
the Chinese company DJI.

* Unlike Ukraine, Russia cannot rely on the wide civic movement that
systemically provides the armed forces with commercial drones and other
equipment.

* Based on the experience of using Iran-made “Shahed-136" and
“Shahed-131” loitering munitions, the Russian military started efforts towards
better tactics of using drone swarms as well as developing an efficient
command and control system.

* At the same time, the Russian military focused on further developing and
improving counter-UAV capabilities in the face of swarms of small, cheap
Ukrainian drones.

* Uncertainty in the Russian UAV industry—and in the whole aerospace
industry—will persist, if not increase, in coming years.

* Given Russia’s long-term dependence on imported components and
industrial equipment, together with a limited workforce and massive losses
of UAVs during the ongoing war, Russia’s capabilities in reconnaissance
and targeting, as well as in high-precision weapons, will stagnate, if not
decrease, in the foreseeable future. Considering that Ukraine is making
significant advances in using drones with assistance of its Western allies,
Russia will not be able to restore its superiority in this aspect of military
power.
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Evolution of Russia’s
UAV programs and
policy (1960s-2010s)

The Soviet Union developed early UAVs
from the 1960s to 1980s. Its approach was
rather limited; by the beginning of 1980s
there were only two types of reconnaissance
UAVs. The Tu-141 Strizh UAV, produced by
the Tupolev Design Bureau, first flew in

1974 and was incorporated into service in
1979. At roughly the same time, Tupolev
also produced the Tu-143 Reis UAV. These
UAVs were countertypes of the American
drones like Ryan Model 147, and were aimed
for theater and tactical reconnaissance
respectively. Both the Strizh and Reis
replaced the Tu-123 Yasterb, a theater
reconnaissance expendable UAV that
entered service in 1964 (1964-1980). The Tu-
141 and Tu-143 could not provide information
in real-time because of their technical
specifications and operational difficulties,
but they did deliver photo and videotapes
after the missions.

The growing Western advantage in
electronics, command and control systems,
engines, and other technologies related

to the UAVs were challenged for first time
during the war in Lebanon in 1982. Syria,

a Soviet client state, used the Tu-143,

while Israel used two UAVs for tactical
reconnaissance, the Tadiran Mastiff and IAl
Scout.

The Soviet Union moved in two directions
with respect to drones. Firstly, it invested
in further developing and modernizing jet
reconnaissance UAVs originally derived
from surface-to-surface and air-to-surface
cruise missiles. Two new drones, the
Krylo-1 (from the Sokol Design Bureau) and
the Tu-243 (or Reis-D,from the Tupolev
Design Bureau) appeared. Krylo-1 was
planned for tactical reconnaissance with a
range of 45 km. The Tu-243 was a version
of Tu-143 with improved onboard and
reconnaissance equipment and the range
extended to 300-400 km. And these two
UAVs had an imagery data transmission in
real time that allowed the Soviet military
to get reconnaissance information much
faster. Other Soviet design bureaus, like
Myasischev Design Bureau, Sukhoi Design
Bureau, and Kamov Design Bureau,
conducted research and development on
heavy reconnaissance and even combat
UAVs 2

The Soviet Union tried to develop light UAVs
for tactical reconnaissance and artillery
spotting in the range of 45-60 km. These
efforts resulted in the piston-engine Shmel-1
UAV, which entered service in 1983. A
decade later, the Pchela-1T UAV, which also
used a piston engine, was designed by the
Yakovlev Design Bureau.

In 1983, the 924" Center for Unmanned
Aviation was established within the Soviet
armed forces. The UAV combat units
were subordinated to the center, and it
was also responsible for testing and pre-
commissioning new UAVs 2
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Pchela-1T UAV on a starting ramp 1986. (Wikimedia Commons/Piotr Butowski)

M-147 Tu-141 "Strizh" Cruise Missile at Monino Central Air Force Museum in Moscow. (Wikimedia Commons/ Bernhard Grohl)

Despite this early progress, all the

efforts stalled by the end of 1980s as

the Soviet system deteriorated and
eventually collapsed. The dissolution of

the Soviet Union in 1991 brought about the
fragmentation of the military industry, which
negatively impacted UAV development
during the 1990s. Despite the fact that post-
Soviet Russia continued the Tu-243 and
Pchela-1T projects and even commissioned

them in service, these drones were in

service mostly on paper and were hardly
operational. There were several combat
missions of Pchela-1T during the Chechen
wars of 1994-1996 and 1999-2009, but it
was mostly experimental and the drone was
almost useless because of technical troubles
and short service life. Russia did not use the
Krylo-1 and Tu-243 during the post-Soviet
decades, including in Chechnya, Georgia,
and later in Ukraine and Syria.*
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As a result, by the end of 2000s, Russia
was two decades behind the United States
and other competitors in developing

UAVs. Paradoxically, while the companies
of the former Soviet military industry

were unsuccessful with their UAVs and

the Russian armed forces experimented
with old-fashioned and unreliable Soviet-
era drones, the new private Russian
companies developed drones for other
Russian agencies. The first one was Eniks,
established in 1988 by a group of people in
Tatarstan who are still unknown to this day.
It has conducted research and development
of the UAV technologies since the very
beginning. Its main focus was flying target
and reconnaissance drones for military
intelligence, the FSB, and interim forces
(Rosgvardia).® The Eleron UAV, its most-
produced tactical reconnaissance UAV,

and its variants appeared by the end of
2000s and its serial manufacturing launched
starting in the early 2010s when the Russian
military ordered them for the ground forces.

The second private Russian firm in the UAV
market was the Zala Aero Group, established
by Alexander Zakharov in Izhevsk in

2004. Its first small, multi-purpose UAV

was presented in 2006. While the Russian
military possessed a number of hardly useful
UAVs like the Pchela-1T, Krylo-1, and Tu-243,
the Russian police became a first user of
Zala UAVs and soon the company started

to supply its UAVs to Gazprom and to other
leading Russian oil and gas companies

for the purpose of pipeline and power
transmission line inspections.® The ministry
of defense did not pay much attention to this
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at the time because it probably considered
Zala UAVs unreliable in combat—its
commercial onboard electronics imported
from abroad made it hard to integrate

into the typical organization structure and
command, control, and communication

systems of the Russian armed forces.

Immediately following the
August 2008 war in Georgia,
the Russian military leadership
prioritized developing and
purchasing UAVs.

Immediately following the August 2008 war
in Georgia, the Russian military leadership
prioritized developing and purchasing UAVs.
The urgent purpose was filling a gap in
tactical reconnaissance and artillery spotting
which was considered crucial by the political
and military leadership. The long-term
purpose was to develop long-endurance
and long-range reconnaissance and combat
UAVs. These types of drones were planned
to fill a gap in satellite reconnaissance and
targeting of medium-range and long-range
precision weapons. They were also intended
to improve Russia’s ground-attack aviation
capacity and military power-projection
capabilities.

At the same time, most of the Soviet-
era design bureaus were incapable
of developing new UAVs based on
the modernization of existing UAVs.
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Russian President Vladimir Putin (R) and Defence Minister Igor Sergeyev (2R) look at a model of “Pchela-M’, a small pilotless airplane used for reconaissance
against rebels in Chechnya, as they visit a weapons exhibition in the Ural's city of Nizhny Tagil July 14, 2000. (Reuters)

Consequently, Russia’s UAV program started
almost from scratch at the end of the 2000s.
This structure involved several major state-
owned corporations in Russia’s defense
industry that became dominant actors, and

a number of private companies that were
merged either by the state-owned sector or
by the formally private businesses affiliated
with the Russian political elite by the mid-
2010s.

Russian authorities planned to develop the
entire range of UAVs at the same time, from
small tactical electric reconnaissance UAVs
to the heavy long-range, long-endurance
reconnaissance and combat drones

with turboprop and jet engines. Russia

had spread limited financial and human
sources among too many projects. UAV

1

development became one of Russia’s top
priorities, even for its president. The promise
to increase the share of UAVs in Russia’s
combat aviation by 40 percent meant that
significant financial resources would be
redistributed in favor of those companies
and single factories that would be engaged
in the research and development programs
and further procurement. In this way,

the UAV program became a matter of
bureaucratic (and consequently non-market)
competition between agencies, state-owned
corporations, and smaller stakeholders like
regional elites, universities, etc.®

In 2009-2010, Russia purchased two Israeli
reconnaissance UAVs—IAl Searcher and
Bird-Eye-400—and the license for their

manufacturing in Russia under the names
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Forpost and Zastava respectively. The

Ural Works of Civil Aviation (also known

as UZGA), which became a subsidiary of
the Rostec state-owned corporation in
2009,° launched production of the licensed
Israeli UAVs in 2012.° In 2021, the combat
version of the Forpost drone, Forpost-RU,
was presented during Army-2021, the main
Russian military forum.

In 2010, the IT-company Special Technology
Center—established in the early 2000s by
former military officers who graduated from
the Military Academy of Communications—
started serial manufacturing of the most
mass-produced modern Russian tactical
reconnaissance UAV, Orlan-10", which
became an essential part of Russian
artillery units.? Some Oraln-10 UAVs are
also equipped as tactical electronic warfare
drones within the Leer-3 systems.

Another Russian IT company, Transas, was
originally only focused on naval navigation,
mapping, and naval and aviation simulators.
Its subsidiary startup Kronshtadt began
developing reconnaissance UAVs for the
FSB in the late 2000s. In 2011, it got

the contract from the Russian Ministry

of Defense for developing the long-
endurance reconnaissance UAV Orion*

At the same time, the Russian company
Industrial Investors became the main
owner of Kronshtadt'®, and in 2015, sold

it to AFK Sistema.’ In 2021, AFK Sistema
sold Kronshtadt to an unknown entity.”®
UAV Orion has been commissioned in trial
operations since 2019 and soon got combat
experience. The quantity production of this
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UAV started in 2022.%°

Sokol Design Bureau (OKB Sokol), which was
re-named Simonov Design Bureau in 2014
in Tatarstan, survived in the decades after
the Cold War due to the production of flying
targets (or target drones). It was privatized

in the early 2000s?' by representatives of
the Tatarstan political elite and finally got

a contract from the Ministry of Defense

to develop the heavy long-endurance

piston UAV Altair,?? also known as Altius.?®
Simonov Design Bureau developed Altair

in cooperation with Transas (Kronshtadt)

in order to unify Altius and Orion as much

as possible.?* Problems appeared later
when Simonov Design Bureau failed the
final stages of research and development:
the head of Simonov Design Bureau was
arrested?® and Altius has been transferred
to the Ural Works of Civil Aviation in 2018.2¢
The development of Altius was completed in
2020 and the first contract for its supply was
signed in 2021.%

Another major project of the early 2010s was
the S-70 Okhotnik. It is a heavy jet drone
that has been developed since 2012 by
Sukhoi, a subsidiary company of the United
Aircraft Corporation (UAC).22 UAC itself was
merged with Rostec in 2019-2020 because
of massive losses.?® This drone can be
considered as a counterpart of the American
RQ-170 Sentinel drone with a combat
option.*° Serial manufacturing of Okhotnik
was scheduled for 2023 but was recently
delayed until 2025.%



A police officer looks at a monitor displaying a view from a camera installed on a Russian-made drone, an unmanned aerial vehicle (1
k, October 28, 2010. According to the police, the new drones will be used to help them monitor the district,

the Siberian city of Krasn g
detect forest fires, and other tasks. REUTERS/llya Naymushin

The Zala Aero Group received contracts with
the Ministry of Defense in 2016. Soon after

it was purchased by Kalashnikov Group,
which was controlled by Rostec and headed
and co-owned by Alexei Krivoruchko,*? the
current deputy minister of defense.®3 In 2019,
Zala demonstrated its loitering munitions
KUB-BLA and Lancet, which completed

trials in 2021 and became operational

in 2022 .3* Kalashnikov Group also has a
second subsidiary in UAV development and
production, Izhevsk Unmanned System, the
manufacturer of the Granat and Takhion
tactical reconnaissance drones.

Other Russian state-owned companies,
factories, and state-owned research
institutions—including those belonging to
the Ministry of Defense—also presented

13
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V), 'Zala-42180", near
search for people,

their projects of UAVs at that time and got
contracts for supply, like Eleron drones made
by Eniks. Moreover, there were even tests of
drones available on the common market.®
Nevertheless, the military leadership finally
put its main bet on Orlan-10, Orion, Altius,
Okhotnik, and small reconnaissance UAVs
and loitering munitions made by Zala Aero
Group, Izhevsk Unmanned Systems, and
Eniks.

There was still a fundamental problem of
integrating UAVs into the armed forces

and their doctrine, different branches, and
command, control, and communication
structures. The first inter-agency concept of
operations of government UAVs for 2030
appeared in 2013 with the participation of
the emergencies ministry, FSB, Ministry of
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People at an exhibition displaying destroyed Russian military equipment and parts of downed Russian missiles and drones, located on the main
Khreschatyk street during the celebration of Independence Day of Ukraine in downtown Kyiv, Ukraine, on August 24, 2023 (Photo by Maxym Marusenko/

NurPhoto/Reuters)

Internal Affairs, and Ministry of Defense.®®
This document meant efforts towards
inter-agency unification and technical
standardization of UAVs themselves, and
their command, control, and communication
systems. It aimed to give authorities and

the industry a common vision towards the
further development and procurement of the
UAVs.

In 2014—-2015, the Ministry of Defense

issued two documents: the program of
development of advanced military robotics
until 2025% and the concept of development
of UAV operations.*8The Russian military
focused on the following: increasing the
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effectiveness of reconnaissance using UAVs,
developing and improving UAV software
and hardware, further developing UAVs

and their command ground-based systems,
and increasing the efficiency of integrating
UAVs with the branches of the armed forces,
military units, and single combat systems.3®
These points reflected the long-term
challenges which the Russian armed forces
tried to solve during the 2010s and early
2020s.

The Russian armed forces created UAV

squadrons within each division and brigade
of the motor-rifle and airborne troops by the
mid-2010s. The 924" Center for Unmanned



Aviation was transformed into the state
center of the Ministry of Defense in 2014

and consequently took the main role in
training UAV operators for the armed forces
and for different law enforcement agencies.
Therefore, the Ministry of Defense restored
its leading role during UAV development and
operations.

Key Vulnerabilities of
the Industrial Base:
Engines and Equipment

In the 2010s, the Russian military was able
to develop and produce a wide range of
UAVSs, relying on imported components
and industrial equipment. For example,

as of 2016—2017, the share of imported
components in each Russia-made military
UAV was up to 80 percent.*® Russia was
able to develop its own UAV industrial base
by relying on global supply chains. For UAV
production, Russia imported electronics,
engines, and industrial equipment from
Europe, the United States, Israel, Japan, and
elsewhere.

This industry supplied the Russian armed
forces more than 2,000 reconnaissance
drones of different types by 2022.4 Possibly,
this number was even closer to 3,000.
However, the share of combat drones and
loitering munitions among this number was

likely very small.
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There are also several dozen contractors
and subcontractors of UAV manufacturing
in Russia. However, the imported optics and
different types of electronic components
are only a part of the challenge that Russia
faced, an aspect which was covered by the
expert community in 2022-2023.4

Another part of the problem for Russia is
engines. The issue of UAV engines explains
why Russia could not modernize the Soviet-
era UAVs like Tu-141, Tu-143, or Krylo-1.

The existing small gas-turbine engines at
the time were not robust for multiple use,
and there is still no sustainable domestic
serial production of engines for any of the
mentioned types of the Russian UAVs.

The Russian state-owned Central Institute

of Aviation Motors (with approximately 400
employees) in Moscow, together with the
GMZ Agat plant (with approximately 2,000
employees) in Gavrilov-Yam in Yaroslavl
region, developed the APD-100/120 piston
engine, a counterpart of Austrian-made
Rotax 914 piston engine, which is used in
the Orion reconnaissance-combat UAV. The
dry mass of APD-100/120 engine is 96 kg,
compared to 74.7 kg of the Rotax 914 engine,
with all its support systems. Moreover, fifty
parts (3.6 percent) of the APD-100/120
engine still come from abroad*® and relates
to the fuel system.* Therefore, this engine is
still in the research and development stage.

The Kronshtadt company built a UAV factory
in Dubna in 2022. The company invested
12.5 billion rubles ($170 million) instead of
the originally planned 4 billion rubles. The
factory hopes to produce forty-five Orion



Figure 1: Factories that produce military UAVs in Russia

Company Location Type of UAVs | Other Products Number of UAV annual
Employees production rate
(2023)
STC St. Petersburg Orlan-10 (-20, No 2200 200-300
-30)
Kronshtadt UAV Dubna Orion No 1500 <10
factory
Luch Design Rybinsk Tipchak, Avionics 800 <20 of each type
Bureau (Vega Lastochka-M
Holding)
ZALA Aero Group Izhevsk ZALA drones, Counter-UAV EW 100 200-300
(Kalashinkov) KUB-BLA, Lancet systems
Izhevsk Izhevsk Granat-1(-2,-3,-4), No 180 <100
Unmanned Takhion
Systems
(Kalashnikov)
Supercam Izhevsk Supercam No 250 150
Unmanned
Systems
Eniks Kazan Eleron Flying Targets 300 <50
UZGA Yekaterinburg Forpost, Zastava, | Light commerial 4300-4500 <10 Forpost, <10
Altius aircrafts, repair of Zastava, single
engines UAVs Altiius
(protoypes)
Novosibirsk Novosibirsk S-70 Okhotnik Su-34, parts 6800-7000 Single UAVs for
aircraft plant for combat and trials (prototypes)
commercial
aircrafts
Figure 2: UZGA's production plan towards the localized UAVs “Forpost”
2021 2022 2023 2024 2025 2026
4 6 8 12 18 30




UAVs per year by 2024, yet it is not clear
how the factory will be able to achieve
anything close to this production rate in the
absence of the Russian-made engine and
without access to Rotax engines. Likewise,

it is also not clear how many Rotax 914
engines have been purchased by Kronshtadt
before 2022 and if the company has
procured these engines through the third

countries.*

The company ODK-Klimov, a subsidiary of
the United Engine Corp. (another subsidiary
of Rostec), develops the VK-800SM
turboprop engine, which is planned for use
in the Altius heavy UAV. Until 2021, the firm
planned to use the German-made RED AO3
diesel engine in the Altius.*®

Each Altius has two engines: The VK-800SM
is much lighter than RED AO03 (170 kg
versus 360 kg), but certification of the new
turboprop engine is scheduled for the end
of 2024. Another problem is their planned
production rate; it should be thirty engines
annually after the certification and after the
beginning of serial production.*” They plan
to use this engine in the Altius UAV and the
new light single-engine commercial aircraft
LMS-901 Baikal. The planned production
rate is between twenty to twenty-five units
annually, but Russia will hardly be able to
produce more than two Altius UAVs every
year after 2024, which may be an optimistic
scenario for the Russian military.

At the same time, the APD-500 piston
engine could be applied for Altius. The
engine is developed by the Central Institute
of Aviation Motors together with the

17
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Central Scientific Research Automobile and
Automotive Engine Institute (NAMI), and

its specifications are comparable to RED
AO03 engine—but APD-500 uses gasoline
instead of diesel. APD-500 derives from the
car engine which was developed by NAMI
in cooperation with Porsche during the
2010s. That means the engine is inevitably
dependent on imported components,
especially in its fuel system (including
injectors) and control system. It is not

clear if Russia will be able to start a serial
production of APD-500 by its own.*® This
engine uncertainty means that the heavy
reconnaissance and combat Altius models
will not be operational in significant numbers
any time soon.

The UZGA has also worked on finding
alternative engines for the Forpost UAVs,
which used either German-made Limbach
L550 engines or Australia-made Jabiru
2200 engines. The first Russian counterpart
of Limbach and Jabiru engines was APD-
80, which used a whole cylinder block and
some other systems from Jabiru 2200.

The following version, APD-85, officially
appeared in 2019.#° However, there were
still some issues with this engine by

2022. Figure 2 on page 16 shows UZGA’s
production plan towards the localized UAVs
“Forpost.”s°

It is not clear whether this plan has been
reviewed since February 24, 2022, but these
numbers indicate that the annual production
rate of APD-85 is insignificant and serial
production is scheduled for the period after
2025.
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The problem facing jet engines for long-
range/long-endurance reconnaissance and
combat UAVs also does not have a proper
solution. The first trial units of S-70 Okhotnik
drone used AL-31FP jet engines developed
in early 1980s. This engine was replaced by
the AL-41F-1S engine developed during the
2000s, produced by the ODK-UMPO, the
biggest Russian aircraft engine plant in Ufa
belonging to the United Engine Corp., and
used in Su-35 and Su-57 fighter jets. The
AL-31FP and AL-41F-1S engines are mass-
produced and have a service life of up to
1,500 and 4,000 hours, respectively.’

The rectangular nozzle developed for the
Okhotnik drone needs an engine without an
after burner in order to fit the dimensions.*?
However, without an afterburner, the
maximum thrust of AL-31FP is 74.5
kilonewton (kN) or 7,600 kilogram-force
(kgf), and the maximum thrust of AL-41F-

1S is 76 kN, or 7,770 kgf. This makes them
comparable to the PD-8 turbofan engine
being developed for the SSJ-100 Russian
commercial regional aircraft. These aircraft
engines have 78 kN (8,000 kgf) of maximum
thrust, about 8,000 hours of service life, and
better fuel efficiency. The development of
PD-8 started in 2019, seven years later than
the S-70 Okhotnik drone.>® Consequently,
the drone will hardly be switched to the
commercial engine despite how serial
manufacturing of Okhotnik is scheduled for
2025 and the serial manufacturing of PD-8 is
scheduled for 2024. This means Russia will
not get long-endurance jet drones any time
soon, even if it commissions Okhotnik into

18

service in 2025-2026.

Access to advanced industrial equipment

is another problem. The whole Russian
military industry depends on the industrial
equipment from Germany, United States,
Japan, Taiwan, France, Italy, Sweden, and
South Korea, and UAV manufacturers are not
an exception here. Equipment from Siemens,
Fanuc, Mycronic, Akira Seiki, Mazatrol, Delta
Electronics, etc. has been purchased during
the 2000-2010s and until 2022.5* Neither
China, Iran, nor North Korea can provide
Russia with the industrial equipment of the
same quality. In this way, the main efforts

of the United States and its allies must

focus on further preventing Russia’s access
to advanced industrial equipment, parts,
software, and even special coolants.

The whole Russian military
industry depends on the
industrial equipment from
Germany, United States, Japan,
Taiwan, France, Italy, Sweden,
and South Korea, and UAV
manufacturers are not an
exception here.

Even those Russian companies that produce
the advanced industrial equipment like
Mekhanika Holding, STAN, Kovrov Electro-
Mechanical Plant, and Perm Plant of Metal-
Working Tools are dependent on command-
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Russia's first specialized facility for the manufacturing of large-sized military UAVs, which Kronstadt has established in Dubna, near Moscow. The Sirius UAV,
according to Kronstadt, is the next step in the development of the current Orion UAV. The improvements included increased size and mass, some design

changes, and the installation of new electronic equipment. In comparison to its predecessor, the drone will be able to carry a bigger payload and operate at a
higher altitude. (EyePress News/Reuters)

and-control systems, electric engines,

and other key components of equipment
previously supplied by American, European,
and Asian companies (e.g., Akira Seiki, BiSS,
Delta Electronics, and others).®® Therefore,
the current spectrum of Russian UAV
research and development programs and
drone manufacturing will become impossible
in the long term.

Even if Russia could keep limited access
to advanced industrial equipment and try
to replace it with lower-quality equipment
from China and North Korea, there will

be a competition amongstate-owned
corporations and even single factories
with participation of different bodies of the

Russian government for the equipment as
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well as for qualified personnel. This means
Russia objectively needs to decrease the
scale of its UAV program.

As a result, the Russian industrial base
aimed for UAV manufacturing was relatively
effective only when it relied on global
supply chains. Since Russia is cut off from
most of supply chains, it has faced many
troubles in its research and development
and manufacturing programs related to
drones. The ongoing adaptation of Russia’s
UAV industrial base to this new reality

will inevitably result in the simplifying of
manufacturing processes, further delays in
serial production of the most sophisticated
UAVs, and/or decreasing production rates.
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Russian Drones in the
War in Ukraine

The full-scale aggression against Ukraine
challenged approaches of the Russian
military towards UAVs and its UAV industrial
base. Western embargos imposed after the
invasion—and decreasing Russian financial,
technological, and human sources available
to the Kremlin—made Moscow’s UAV
projects started in the 2010s impossible to
complete on time. According to the open-
source intelligence media Oryx, there were
300 losses of the Russian reconnaissance
and combat UAVs in Ukraine confirmed by
photo or video between February 24, 2022,
and September 13, 2023. Losses included
183 Orlan-10 drones and their modifications,
thirty-eight Eleron drones, thirty-eight Zala
drones, six Orion drones, six Forpost drones,
and others.5®

According to the general staff of Ukrainian
armed forces, Russia lost 4,650 drones of
different types including many hundreds
of Iran-made Shahed drones (loitering
munitions) and probably some commercial
drones which the Russian armed forces
intensively use together with military-grade
drones. It is not clear how many drones
Russia lost on the occupied territories of
Ukraine due to technical issues and human
errors. It is also unclear how many small
commercial drones like DJI Mavic and
others supplied by the Russian regional
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administrations and volunteers have been
lost. Nevertheless, considering the known
production rates, Russia may have lost at
least a significant part of its reconnaissance/
combat UAV fleet.

Considering the known
production rates, Russia may
have lost at least a significant
part of its reconnaissance/
combat UAV fleet.

The Russian military also realized that there
is often miscommunication and lack of
interoperability even between the UAV units
and artillery units, which were the priority of
modernization efforts during the 2010s.%’

The Russian military also recognized that
information processing and exchange
between drones and artillery is much faster
on the Ukrainian side, and this processing—
together with general compatibility of
different systems in the Russian armed
forces—needs crucial improvements.5®

The differences between Russian and
Ukrainian UAV units derives from a
couple of fundamental facts. Firstly, the
Ukrainian armed forces have relied on
software and hardware solutions and on
the organizational practices coming from
the private sector since 2014. Moreover,
the Ukrainian volunteer network, which

supplies a significant number of drones
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A motor of UAV (unmanned aerial vehicle) Geran-2 (Shahed-136), used by the Russia against Ukraine, is seen during a media briefing of the Security and
Defense Forces of Ukraine in Kyiv, Ukraine on 13 April 2023, amid Russian invasion of Ukraine. Security and Defense Forces of Ukraine representatives held
a media briefing about situation on the Russian-Ukrainian war and the security situation in the country. (STR/NurPhoto/Reuters)

to the armed forces, also played a crucial
role here. In Russia, the armed forces and
military industry are in an overregulated
and non-flexible institutional environment,
which prevents the Russian military from
fast improvements. Secondly, Ukraine
received assistance from the Western allies
in the form of drones themselves, but also
in command, control, and communication
systems, and in military training, and all
these efforts improved Ukraine’s capabilities
in many aspects, including using UAVs on
the battlefield.
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The Russian military leadership likely
expected that the combat experience of the
campaigns in Ukraine in 2014-2015 and in
Syria in 2015-2017 would translate to the
invasion of Ukraine in 2022. For example,
during the Syrian campaign of 2015-2017,
there was no more than 70 permanently
deployed Russian drones, mostly Orlan-10
and Forpost.>® That means scaling of

using drones on the battlefield faces both
technical and organizational challenges in
the Russian armed forces. Moreover, that
means Russia was incapable to solve all the
issues related to the efficient integration of
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drone units into the structure of the armed
forces.

One more fundamental problem which

has become crucial in the Russian armed
forces since February 2022 is a deficit

of small drones on the tactical level. For
years, Russia has focused on developing
reconnaissance UAV squadrons within the
airborne and motor-rifle brigades as well as
reconnaissance and combat UAV squadrons
within the aerospace forces. These
squadrons aim to provide information on the
bottom levels of troops.

In Russia, the armed forces
and military industry are

in an overregulated and
non-flexible institutional
environment, which prevents
the Russian military from fast
improvements.

However, the lack of command, control,

and communication systems, together with
over-centralized decision-making processes
and the huge Ukrainian theater made
smaller tactical units and groups of the
Russian forces dependent on imported small
commercial and agricultural drones like
those produced by the Chinese company
DJI and others. Most of these drones are
provided by pro-Kremlin businessmen and
volunteers from different regions. Regional
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administrations and some companies also
established facilities for assembling small
drones from consumer-grade imported parts
and components.®°

This measure partly compensated for the
shortfall of tactical reconnaissance drones,
but it did not challenge the Ukrainian
superiority in drones at all. Unlike Ukraine,
Russia cannot rely on the wide civic
movement that systemically provides

the armed forces with drones and other
equipment.

New priorities appeared at the same time.
Based on the experience of using Iran-made
loitering munitions (expendable drones)
Shahed-136 and Shahed-131, the Russian
military started improving tactics of using
drone swarms as well as developing an
efficient command and control system for
the drone swarms.®' Although there are

no signs that Russia has already made

any significant advance here, it still needs
foreign hardware and sophisticated software
that can be efficiently developed only within
the private sector. And the private sector
has been under the administrative and law
enforcement pressure in Russia for many

years and faces further shrinking.

The Russian military also realized that it
needs to further develop and improve
counter-UAV capabilities in the face of
swarms of the Ukrainian small and cheap
drones. Despite the wide range of air
defense and electronic warfare systems, the
combat and cost efficiency of these systems
against swarms is moderate or even low.



In this way, the Russian military considers
modernizing old ZU-23 anti-aircraft guns by
adding modern electronic control systems to
be one of the most effective defenses, like
Ukraine did in fall 2022.52 However, it is not
clear that the Russian military has a better
solution to the drone attack early awareness
problem. Nevertheless, the problem of
counter-UAV capabilities takes additional
sources from the UAV program.

The Russian UAV program
became reactive, not
proactive, in 2022-2023. The
military prioritized solving
immediate problems and did
not focus on developing a
long-term UAV strategy.

Russia is also trying to increase its
production of loitering munitions. Besides
the KUB-BLA and Lancet, which are mostly
used by the Russian special operation
forces, Russia launched a factory for
domestic large-scale production of the
I[ranian Shahed drones. For Moscow, these
loitering munitions compensate the deficit
of cruise missiles with a range of more
than 300 km, which is why it launched an
assembly factory for producing Shahed-136
UAVs in Tatarstan in 2023.%° However,

the problem remains the same: obtaining
components and engines which Russia does
not produce itself. There is also a problem
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with recruiting qualified personnel for this
factory, and consequently the management
makes efforts to recruit young Russian men
from sixteen to twenty-one years old.®*

The Russian UAV program became reactive,
not proactive, in 2022-2023. The military
prioritized solving immediate problems and
did not focus on developing a long-term
UAV strategy.

More recently, the Russian government
issued a strategy for developing UAVs

until 2030. According to the document, the
basic scenario of the UAV industry in Russia
presumes 330,000 employees in research
and development, while producing and
exploiting drones by 2026—1 million by
2030 and 1.5 million by 2035. The number
of drones produced in Russia is planned to
be 52,100 during 2023-2026 (the average
annual production rate exceeds 13,000),
105,500 in 2027-2030 (the average

annual production rate exceeds 26,000)
and 177,700 in 2031-2035 (the average
annual production rate exceeds 35,500).The
indicators of a progressive scenario are even
higher: 450,000 employees by 2026 and
55,400 drones produced in 2023-2026;

1.1 million employees by 2030 and 116,800
drones produced in 2027-2030; and 1.6
million employees by 2035 and 199,100
drones produced in 2031-2035. Both basic
and progressive scenarios are absurd
because they do not take into consideration
the realities of the Russian labor market and
demography.®®
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Russian Defense Minister Sergei Shoigu inspects Russia’s first specialized facility for the manufacturing of large-sized military UAVs, which Kronstadt has
established in Dubna, near Moscow, according to a press release of Russian Ministry of Defense on Thursday, 27 January, 2022. The Sirius UAV, according
to Kronstadt, is the next step in the development of the current Orion UA. (Eyepress/Reuters)

Regardless of the unrealistic projected
numbers of the drone industry employees,
the projected production rates mean that the
Russian government is not going to create
the Russian counterpart of the Chinese
company DJI, which sells millions of small
consumer drones every year. The Russian
government does, however, believe that the
Russian industry would produce much more
sophisticated UAVs, both military and civil.

The last point inevitably means that Russia
is going to follow the extensive model

of development of the UAV industry that
appeared in the beginning of the 2010s:
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the government will invest more money
into drones, more state-owned or semi-
state-owned companies will engage in the
research, development, and production

of drones, and these companies will rely
on imported components and industrial
equipment. This should lead to more

UAV projects and investments from the
government. For example, in 2018-2022,
Russia’s public institutions and state-owned
companies and entities spent more than
13 billion rubles for purchasing UAVs,

and the share of the Ministry of Defense
and law enforcement agencies in these
procurements was 30 percent, or 3.9



billion rubles. These numbers do not take
into acccount the additional spending

on research and development of UAVSs,
and there is still no clear data of all costs.
For example, the known cost of the first
prototype of the heavy jet combat drone
S-70 Okhotnik exceeded 1.5 billion rubles
(almost $21 million) in 2020.%¢

However, the existing deficit of financing
sources, technologies, equipment,
components, and human capital—together
with Russia’s cut-off from the industrial
cooperation with the developed countries—
made this model non-viable in terms of
material outcomes.

The turbulence in the Russian
UAV industry and in the whole
aerospace industry will
persist—if not increase—in
the coming years.

As a result, the turbulence in the Russian
UAV industry and in the whole aerospace
industry will persist—if not increase®—in
the coming years. It will be harder for

the Russian authorities to manage all the
issues related to the drone manufacturing,
especially in the military sector. At the
same time, the abandonment of this model
is politically unacceptable for the Russian
political elite because it plays the role of
additional redistribution mechanism in favor
of the military sector, together with other
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arms procurement programs.

Consequently, despite all the governmental
efforts, the Russian armed forces

will become increasingly dependent

on consumer-grade small drones in
reconnaissance and relatively simple
loitering munitions (expendable drones)

for short, medium, and long-range strikes.
This means Russia’s capabilities in
reconnaissance and targeting as well as

in high-precision weapons will stagnate,

if not decrease, in the foreseeable future.
Considering that Ukraine is making
significant advances in using drones with
assistance of its allies, Russia will not be
able to restore its superiority in this aspect of
military power anytime soon. f
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