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EXECUTIVE SUMMARY

his report examines how Russia has used Estonia, Latvia, and
Lithuania as testing grounds for information warfare over the
last two decades. During that time, the methods associated
with Moscow’s grand strategy have shifted from limited
and ineffective soft balancing to a more coercive political warfare
that blends identity politics, historical revisionism, and state-backed
networks to counterbalance Russia’s western adversaries. The report
argues that these efforts are not merely supplementary to Russian
strategy but are at the heart of Moscow’s attempt to erode NATO
cohesion and chip away at Western influence along its borders.

For decades, Russian actors have identified and weaponized existing
social fractures, such as those tied to language, citizenship, and

Soviet nostalgia, to divide and destabilize democracies on the former
superpower’s periphery; they magnify these fissures through slanted
narratives about discrimination, fascism, and NATO’s “provocations,”
among others. Russian efforts have only grown more sophisticated in
recent years, nurturing and mobilizing a dense ecosystem of cultural
organizations, traditional media, and social media to manipulate existing
cleavages and exploit democratic openness. Furthermore, the full-scale
invasion of Ukraine in 2022 has generated new opportunities and
constraints for Russian influence. The invasion aptly demonstrates how
these narratives flood the information environment during moments of
heightened political tension.

Alliance unity remains the bedrock of NATO’s deterrent posture against
Russia. Allowing Russian information warfare to go unchecked in

the Baltics and across the wider Euro-Atlantic community only serves
Moscow’s interests by undermining the cohesion and resolve of

NATO, leaving all members vulnerable to Russian aggression. The
report concludes with several recommendations to shore up these
vulnerabilities before it is too late.
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INTRODUCTION

n the evening of April 26, 2007,

peace in the normally sleepy Esto-

nian capital, Tallinn, was shattered
by a violence unknown to the small Baltic
country of 1.3 million since it had regained
independence from the Soviet Union in
1991. By the end of the night, riots had spread
throughout the city’s central district, leaving
countless windows shattered, stores looted
and vandalized, and cars set aflame. The hu-
man toll of what would become known as the
infamous “Bronze Night” was no less shock-
ing: more than 1,000 people were arrested,
150 were injured, and one man—a Russian
citizen —was stabbed to death in the melee!
Little did the world realize at the time that this
disturbing event resulted from a fundamental
shift in Russia’s grand-strategic methodolo-
gy: Moscow was abandoning the ineffective
“soft balancing” of earlier years in form of a
much sharper — and more insidious — pursuit
of regional hegemony. From 2007 onward,
Russia would employ increasingly aggressive
information-warfare tactics to undermine,
divide, and disrupt the foreign and domestic
politics of its adversaries, initially targeting its
neighbors as a kind of “laboratory” for a new
form of political warfare. By the middle of the
following decade, however, the Kremlin would
extend its corrosive methods far beyond the
post-Soviet region, reaching deep into the
heart of the democratic West and exploiting
liberalism’s openness against Moscow’s top
geopolitical adversary: the United States.

The riots that shook Tallinn in 2007 revolved
around the fate of a Soviet-era WWII memorial
erected in 1947, known locally as the “Bronze
Soldier” but formally dedicated to the “libera-
tors” of Tallinn in 1944. While most Estonians
viewed the Bronze Soldier as a symbol of
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a painful half-century of Soviet occupation
and subjugation, the country’s ethnic Rus-
sian minority, comprising approximately 25
percent of the population, saw the statue as
a sacred memorial to their Soviet ancestors
who had fought and died to defeat the Nazi
war machine. As such, the memorial held
drastically different meanings for the Estonian
and Russian communities, a contested legacy
centered on an irreconcilable disagreement
over historical memory and identity, the mean-
ing of the Second World War, the Soviet era,
and, ultimately, the question of who belongs
in post-Soviet Estonia.? It is that deep and
emotionally-charged division that the Kremlin
would eventually exploit for political gains
when the opportunity arose.

In fact, tension had been building between
Estonia’s ethnic Russian population and the
native Estonian population over war memorial-
ization for several months as the government
laid the legal groundwork to relocate the mon-
ument and the remains of the unknown Soviet
soldiers buried beneath it.

By making inflammatory statements and mis-
characterizing the objectives and actions of
the Estonian government regarding the mon-
ument’s relocation, the Russian media and
government officials stoked the grievances
of the ethnic Russian minority and provoked
nationalist reactions from Estonian elites, fur-
ther reinforcing perceptions that the Russian
identity was under threat.?

So charged was the atmosphere on both
sides of the divide that, by April 26, 2007,
when the newly-elected government of prime
minister Andrus Ansip (who had campaigned
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Thousands of people visited the Bronze Soldier Monument in Tallinn to honor the 1945 victory of the Soviet Army on May 9, 2023. Posti-
mees/Scanpix Baltics via Reuters Connect

on a promise to relocate the statue by Victory
Day 2007) brought in trained archaeologists
to determine the disposition of human re-
mains buried at the site so that they may be
honorably reburied, the powder keg was set
to explode. As word leaked out that a tent
had been erected around the Bronze Soldier
obscuring the archaeologists’ exploratory
work, Russia’s machinery of misinformation
revved into high gear, claiming that the statue
was being demolished and war graves were
being desecrated.* As night fell and the angry
Russophone crowd turned violent, a new nar-
rative emerged in the Russian media empha-
sizing (baseless) claims of police brutality and
torture of those detained by Estonian police.®
Fearing further escalation of violence if the
status quo remained, the Estonian govern-
ment accelerated its plans, dismantling the
monument and removing it from the site by
sunrise the next morning.

But the importance of the Bronze Soldier inci-
dent extends far beyond a few weeks of un-
rest. Its enduring significance stems from the
fact that it represented the opening gambit in
a new era of Russian grand strategy, one that
would aggressively deploy asymmetric tactics
like information warfare to divide, weaken,
and destabilize adversaries, amplifying and
exacerbating existing cleavages and taking
advantage of the openness of democratic so-
cieties. The 2022 Russian invasion of Ukraine
and the resulting backlash and restrictions
placed on Russia have merely changed the
intensity and scale of the strategy, not the
means or the ends. Echoes of the Bronze Sol-
dier incident reverberated across the Baltics
as governments removed Soviet-era statues
in solidarity with Ukraine.® In time, the tactics
that Moscow developed and refined against
its post-Soviet neighbors, like Estonia, would
be wielded with devastating effect against its
greatest adversary: the United States.

OCTOBER 2026



FPRI | RUSSIAN INFORMATION WAR

RUSSIAN INFORMATION
WARFARE IN THE BALTICS

n many respects, the Baltic states of Esto-

nia, Latvia, and Lithuania can be consid-

ered “ground zero” of Russia’s informa-
tion-warfare strategy, or at the very least, an
ideal laboratory to observe Russia’s strategy
at work. This is owing to the confluence of
several characteristics—both domestic and
geopolitical-that make the Baltics particularly
vulnerable to Russian malign influence mea-
sures. As former Soviet republics, the Baltics’
geographic location places them within what
Moscow considers to be its privileged sphere
of influence. With their accession to NATO in
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of geopolitical competition, bringing the trans-
atlantic alliance to Russia’s immediate borders
for the first time in history. This raised the
stakes considerably, as the NATO’s presence
in the Baltics simultaneously raised Russia’s MK AATBYR: KAK HE OCTA'"’C“ EE
perception of hostile encirclement while mak- al | & B

ing the region an ideal target through which
Moscow could undermine the alliance.” Russia
has thus sought to leverage longstanding de-
mographic divides and a history of ethno-na-
tional tension between the titular nationalities
and the Russian-speaking populations to
advance its strategic objectives.®
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Since 2007 (though some would argue much
earlier), Russia used a diverse toolkit of tac-
tics to execute its information warfare in the
Baltics. This case study will explore the objec-
tives of Russian information warfare in the Bal-
tics, the mechanisms through which Moscow
has waged its information war, and the specif-
ic narratives that Russia has Ieveraged to sow Newspapers printed in Russian are displayed for sale on a supermarket
discord and division within Baltic societies and shelf in Jurmala, Latvia, on July 26, 2026. Jaap Arriens/Sipa USA via Reuters
between the Baltics and their Western allies. o 5~
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OBJECTIVES OF RUSSIAN
INFORMATION OPERATIONS

Though some scholars have used the
concept of “soft power” to understand
Russia’s influence operations in the
Baltics over the last two decades,® Moscow’s
use of deliberate misinformation, fabrication
and spreading of divisive “fake news,” and
covert control and manipulation of NGOs,
traditional media, and social media in the
Baltic information space seem a far cry

from the positive or aspirational emphasis
of Joseph Nye’s original conception of “soft
power.”"® While some aspects of Russia’s
information strategy are certainly intended to
create an appealing image of Russia (particu-
larly in the cultural and historical realms) such
measures tend to be aimed more narrowly at
Russian-speaking populations and are intend-
ed to serve the broader objective of societal
and political division that lies at the heart of
Russia’s information warfare strategy.

Russia’s influence measures rarely attempt

to create social or political cleavages from
scratch. Rather, they seek to identify and ex-
ploit existing divides within the target society,
often through a trial-and-error approach de-
signed to maximize the most divisive narra-
tives." In manipulating, amplifying, and exac-
erbating these narratives, Russia attempts to
undermine public trust in target governments
and democratic political institutions, ampli-

fy divisive fringe voices, polarize domestic
debates, spread conspiracy theories, and sow
confusion by blending real and fake news

to create an information “fog” in which it is
difficult to separate truth from fiction.” When
successful, the net effect of these measures is
to force target governments to expend effort
on responding to manufactured controversies

rather than solving genuine domestic prob-
lems.® Within Baltic societies, Russia’s manip-
ulations have succeed in undermining trust in
non-Russian domestic and international me-
dia™ In an interview, one Russian speaker in
Latvia declared, “I believe that there’s propa-
ganda in any TV, newspaper, magazine, online
website.” Another was more succinct: “Ev-
erybody is lying or telling some half-truth.”™®
By sowing seeds of doubt and cultivating the
vines that creep through society’s percep-
tions of government and media until “nothing
is true and everything is possible,”™ Russia
has set the conditions to reap the harvest: a
citizenry divided, not over domestic politics,
but also over foreign policy.” This latter point—
that Russian malign influence measures seek
to influence public opinion to drive a wedge
between Baltic countries and NATO—was an
oft-repeated warning in interviews the author
conducted with Estonian, Latvian, Lithuanian,
and American defense officials in 2018 and
2019

Certainly, the shock of Russia’s 2022 invasion
of Ukraine activated and accelerated a socie-
tal and institutional Baltic “immune response,”
with all three Baltic countries hardening their
information space and Baltic citizens increas-
ingly questioning the credibility of Krem-
lin-backed narratives.® The evidence sug-
gests, however, that despite public skepticism
toward Russian media and tireless Baltic and
EU counter-disinformation measures, Krem-
lin-aligned propaganda still reaches Baltic
publics, serving as a low-cost balancing tool
against the United States and its allies.?°
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MECHANISMS OF INFLUENCE

ussia exercises its influence and ex-
R ecutes information warfare through

a well-developed network of govern-
ment-organized non-governmental organi-
zations (GONGOs), sympathetic NGOs and
other domestic organizations in target coun-
tries, traditional and online media outlets,
and social media platforms. With Russia’s
full-scale invasion of Ukraine, however, these
organizations have faced increased scrutiny
and legal pushback in the Baltics, forcing the
Kremlin to adapt and evolve its strategies.?'

Rossotrudnichestvo and Russia’s
Compatriots Policy

The legal mechanism that Russia has used

to justify—though not legitimize—its influence
measures in the Baltics and other post-Soviet
countries is its so-called “compatriots policy.”
The concept of Russian “compatriots” is at
times ambiguous, contradictory, and mal-
leable, perhaps reflecting Russia’s internal
struggle to define its own national identity in
overlapping ethnic, civic, territorial, and lin-
guistic terms.?2 The law ‘On State Policy of the
Russian Federation Regarding Compatriots
Living Abroad’ defines compatriots broadly:

They are persons born in one coun-
try, who live or have lived in this
country and share a common lan-
guage, history, heritage, traditions,
and customs, as well as descen-
dants of these persons in the direct
line of descent. Russia’s compatriots
are: Russian citizens permanently
residing outside the territory of the
Russian Federation and persons
and their descendants living outside
the territory of the Russian Feder-
ation and related to the peoples
historically living in the Russian

Federation, and who have made a
free choice in favour of spiritual, cul-
tural, and legal ties with the Russian
Federation, and whose relatives in
the direct ascending line previously
resided on the territory of the Rus-

sian Federation.?

Thus, the concept of Russian compatriots
includes not only Russian citizens and ethnic
Russians abroad, but, in its most expansive
interpretation, also any Russian speakers re-
siding in any former Soviet country, regardless
of citizenship or nationality. Though notionally
adopted to maintain cultural ties to compatri-
ots living abroad, Robinson et al (2018)—like
many others—note that its application has
served more malign purposes: “the Compatri-
ot Policy has become more of a tool through
which Russia can use Russian-speakers,
former Soviet citizens, and affiliated groups to
influence the politics of its neighbors, rath-

er than a means to protect the interests of
these individuals.”?* Indeed, Russia’s use of
its compatriot policy to justify the 2008 war
with Georgia, the 2014 annexation of Crimea,
and ongoing accusations of compatriot rights
violations in the Baltics shows that “the pro-
tection of rights and legitimate interests may
not be an end in itself, but is rather a tool for
achieving strategic objectives.”?®* These manu-
factured “precedents” of using the protection
of compatriots in launching military invasions
of Georgia (2008) and Ukraine (2014 & 2022)
stoke great anxiety in the Baltics whenever
Moscow or its mouthpieces speak of protect-
ing compatriot rights in the region.

Oversight and execution of Russia’s compa-
triots policy is carried out by multiple federal
agencies,?® most prominent of which is the
Federal Agency for the Commonwealth of
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Independent States Affairs, Compatriots

Living Abroad, and International Humanitari-
an Cooperation. The agency was created by
presidential decree in 2008 and is known

by its abbreviation Rossotrudnichestvo.?’ It de-
scribes its compatriot activities, among others,
as follows:

Rossotrudnichestvo in coopera-
tion with organizations of compa-
triots actively conducts various
Joint activities for people who
feel their belonging to Russiaq,
and makes every effort to de-
velop friendly relations between
countries...Rossotrudnichestvo

in cooperation with the Ministry
of Foreign Affairs of the Russian
Federation provides assistance
in protection of rights and legiti-
mate interests of our compatriots,
including by using the Fund for
the Support and Protection of
the Rights of Compatriots Living
Abroad...The activities of Ros-
sotrudnichestvo in the field of
cooperation and consolidation of
compatriots aim at strengthening
links with the historical Mother-
land, supporting and preserving
the national cultural heritage,
ethnic and cultural identity, de-
veloping and disseminating of
Russian language abroad and
culture.?®

Rossotrudnichestvo sits atop a pyramid

of councils and congresses, including its
World Congress of Compatriots and World
Coordination Council, as well as five Regional
Coordination Councils that divide the globe
into regions. These regional councils oversee
the activities of 103 country coordination
councils, which in turn interface with local
compatriot organizations.?® Of critical
importance, the Rossotrudnichestvo network
coordinates with and provides funding for a
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variety of GONGOs and NGOs that propagate
information—and misinformation—throughout
target countries as part of Russia’s influence
operations. Most prominently, this includes the
Russkiy Mir (or “Russian World”) foundation
as well as several other pro-Russian
organizations in the Baltics.?° The invasion

of Ukraine in 2022 changed the nature of
this sponsorship in the Baltics, as the Baltic
governments have recently taken deliberate
efforts to sever suspected ties between
domestic organizations and Russia. The
Kremlin, however, has persevered, and the
Rossotrudnichestvo network has maintained
its web of influence while deploying new,
innovative methods including payment of
high-influence individuals through constituent
organizations such as Pravfond.®'

Russian-supported Organizations in the
Baltic States

Though the Russkiy Mir Foundation was
founded by presidential decree in 2007, use
of the “Russian World” concept in Russian
political discourse long predates its founding.
At the first World Congress of Compatriots in
2001, Vladimir Putin declared that “the con-
cept ‘Russian World’ from time immemorial
went far beyond Russia’s geographic bound-
aries and the Russian ethnos,” anticipating
the way in which Moscow would use the
concept as a vehicle to advance its interests
far beyond Russia’s borders.?? Since it began
operations in the Baltic countries in June
2007, the Russkiy Mir Foundation has gone
well beyond its stated mission:

Mir means Community. Peace.
World. The three meanings of this
small but eloquent word inspire and
define Russkiy Mir’s mission—to pro-
mote understanding and peace in
the world by supporting, enhancing
and encouraging the appreciation
of Russian language, heritage and
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culture. Russkiy Mir promotes the
teaching of the Russian language
within Russia and abroad—-both to
new learners of the language and
to those who already know and
love Russian and wish to recapture
or maintain their fluency. Russkiy
Mir brings Russia’s rich history to
life, and showcases vibrant ex-
amples of Russian art and culture
around the world. Russkiy Mir
reconnects the Russian community
abroad with their homeland, forging
new and stronger links through cul-
tural and social programs, exchang-
es and assistance in relocation.

Under the cloak of its mission to promote
Russian culture, language, and heritage, the
Russkiy Mir Foundation has actively promoted
and spread many of the divisive narratives
among the Russian-speaking populations of
the Baltics discussed below, particularly those
related to the “Great Patriotic War.”3* Simulta-
neously, the fund propagates the vision of the
Russian Federation as the sole motherland for
Russian speakers and the protector of Rus-
sians worldwide.?® Disturbingly, earlier inves-
tigations found that Russkiy Mir had funded
over 20 organizations in Latvia, many of which
avoided publicly disclosing Russian support

in clear violation of Latvian transparency
requirements.3® Despite reduced funding, EU
sanctions, and increased transparency, more
recent Latvian security reporting suggests that
this network has not disappeared but instead
adapted, as Latvia’s pro-Kremlin “compatriot”
environment continues to disseminate narra-
tives aligned with Russian interests.®”

Though the distinction between govern-
ment-organized non-governmental organi-
zations (GONGOs) and non-governmental
organizations (NGOs) is often deliberately
obscured as part of Russia’s influence strate-
gy in the Baltic states, there can be little doubt
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that the connections are real and widespread.
A 2015 study by Re:Baltica, the Baltic Center
for Investigative Journalism, found that from
2012-2015, Rossotrudnichestvo, Russkiy Mir,
and other GONGOs provided at least 1.5
million Euros to over 40 NGOs operating in
the Baltic States, a majority of which were also
affiliated with pro-Russian political parties.3® If
the 2015 study revealed the visible architec-
ture of Russian state-backed civil society fund-
ing in the Baltics, later investigations by Re:
Baltica show its modern evolution: less overt
NGO sponsorship and more covert, sanc-
tions-evasive support for pro-Kremlin activists
and online influence operations.3®

Several pro-Russian political parties in the
Baltics have well-documented ties (including
formal cooperation agreements and suspect-
ed funding) with Russia’s ruling party, United
Russia.®® This includes Estonia’s Centre Party,
which had a formal cooperation agreement
with United Russia from 2004 to 2022 (when
its popularity plummeted due to the war in
Ukraine)* and Latvia’s pro-Russian Harmony
Centre party, which won 19.8 percent of the
vote in 2018 elections, giving it the single
largest vote share of any party in Latvia before
also collapsing in 2022.%? The precipitous
decline in popularity of these parties after the
invasion is misleading, however, as the major
pro-Russian parties that lost popularity were
soon replaced by new parties with even more
convoluted sources of funding, like the For
Stability! party in Latvia.*®

Some Russian-connected NGOs style them-
selves as promoters of Russian language and
culture, such as the Estonian NGO “Russian
School in Estonia.” Others present themselves
as humanitarian organizations defending
human rights, usually focused on the rights

of supposedly besieged Russian-speaking
minorities. This includes organizations like the
“Foundation for Defense of the Rights of Com-
patriots Abroad” and the “Legal Information
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Centre for Human Rights.”* Still others, such
as the Institute of Democracy and Coopera-
tion, describe themselves as “think tanks” that
offer unbiased analysis of regional and world
politics.*® A fourth category of NGOs claims

to be engaged in the fight against fascism,
thereby propagating the narrative (explored
below) that Baltic states are breeding grounds
for neo-Nazi sentiment. Prominent among
these is the “Mir Bez Natsizma” (World With-
out Nazism), which has active operations in
Estonia, Latvia, and Lithuania (among others)
and frequently accuses Baltic governments

of fascist policies and activities.*®¢ Though the
funding, focus, and explicit ties to the Russian
state varies, these NGOs have a proclivity in
common to promote official Russian narratives
about the Baltic states (often based on ma-
nipulated or fabricated information), thereby
contributing to Russia’s strategic objective

of sowing domestic instability and driving a
wedge between the Baltic states and their
NATO allies.

In the post-invasion political environment,
some of Russia’s influence over organizations
in the Baltics has eroded. However, the Krem-
lin has compensated for the gaps created

by sanctions and bans by applying the same
strategy through less traceable channels,
such as individuals, academic organizations,
online communities, influencers, and legal
networks.*” Social media and other adaptive
strategies have become increasingly relevant:
Russian-connected organizations in the Bal-
tics have changed in form, rather than disap-
peared.

Broadcast and Online Media

As central as Russian-funded GONGOs and
NGOs are to Moscow’s strategy of asymmetric
balancing in the Baltics, the real heavy lifting
of Russia’s information warfare in the region

is carried out by broadcast, cable, and online
media entities (though one hesitates to use

FPRI | RUSSIAN INFORMATION WAR

the latter term given the heavily propagandis-
tic nature of their operations). Russia’s effec-
tiveness in using media as an instrument of
malign influence in the Baltics stems from the
reality that Russian and non-Russian speak-
ers in the region have historically occupied
separate and distinct media spaces.*® The
latter have generally consumed domesti-
cally-produced news and entertainment in
local languages, while the former have dis-
proportionately relied on Russian-language
media produced in Russia, even in the face of
complete bans on Russian-sponsored media
within the Baltic states.

Recent reports point to a more
fragmented media environment:
roughly one in five minority
residents in Latvia consume
public media exclusively in
minority languages.

For example, a 2018 survey found that in
Latvia, 96.6 percent of respondents who
primarily speak Russian at home consume
Russian-language media, but only 51 percent
reported consuming media in Latvian.*® More
recent reports point to a more fragment-

ed media environment: roughly one in five
minority residents in Latvia consume public
media exclusively in minority languages.®®
Nevertheless, this fragmentation has not
resulted in full integration into Baltic national
media spaces. With the exception of Estonia’s
nascent Russian-language “ETV+” channel,
launched in 2015 and Latvia’s bilingual LTV7
channel (both of which have found limited ap-
peal among Russian-speakers), the news and
entertainment space for the Russian-speak-
ing populations of the Baltics has long been
shaped by Russian state-owned and Rus-
sian-language media outlets.%
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A TV screen shows a live broadcast of Russian President Vladimir Putin’s annual end-of-year press conference and phone-in, in an
apartment building in Omsk, Russia December 19, 2025. REUTERS/Alexey Malgavko

This has remained a challenge even follow-
ing the 2022 bans that swept across the
Baltics in an effort to limit Russian malign
influence in the region. Russian-speakers

in the Baltics continue to consume similar
content through social media, the internet,
VPNSs, and Telegram, despite the availabili-

ty of state-sponsored and locally produced
Russian-language alternatives.®? In Latvia, for
example, a study estimated that about 20% of
Latvia’s Russian-speaking viewers were still
accessing banned Russian state television
through VPNs in 2025.5 Fittingly, a recent
Latvian public media survey concluded that
banning Russian TV channels did not push
these audiences towards Latvian-language
TV but instead accelerated a shift away from
television toward online video, social media,
and chat platforms.®* Thus far, efforts by Baltic
governments in the media sphere have done
little to curb the linguistic minority’s appetite
for Russian-sourced media, which they access
by any means necessary.

With a captive audience and extensive con-
trol over the media content they consume,
the Kremlin has achieved striking success

in shaping the views and beliefs of Russian
speakers in the Baltic states, cultivating and
propagating the narratives discussed above
through a good deal of deception and ob-
fuscation. Spearheading the effort is Russia’s
official international news agency, Rossiya Se-
godnya (“Russia Today”), which was founded
by presidential decree in 2013 and, in 2026,
received approximately $143 million per year
in estimated annual state funding.®® Though a
multimedia organization that includes domes-
tic and international radio broadcasting, online
news feeds, international press centers, photo
content, infographics, social media platforms,
and mobile content, Rossiya Segodnya’s main
outlet for foreign audiences is Sputnik, its on-
line and radio platform launched in November
2014. Like its better-known television coun-
terpart, RT, Sputnik publishes and broadcasts
in @ number of languages and has historically
targeted a number of media markets, includ-
ing the Baltics, to promote a positive image

OCTOBER 2026



of Russia and discredit Russia’s main critics
and adversaries.®® RT, the network originally
known as “Russia Today,” also changed gears
(and its name) in 2009, shifting away from
coverage of events inside Russia and toward
presenting global news with what can best be
described as a pro-Russian (and often an-
ti-American) lens.%” Following Russia’s invasion
of Ukraine in 2022, however, both RT and
Sputnik were banned under EU sanctions and
subjected to additional national restrictions in
Baltic states. These measures have reduced
their ability to operate openly in the region,
although their content and narratives continue
to reach some audiences through mirror sites,
social media, VPNs, and other workarounds.®®

Primacy within the Russian-language Baltic
media space was once held by the television
station Perviy Baltiiskiy Kanal (PBK, or “First
Baltic Channel”). A 2017 poll reported that 63
percent of Russian speakers in Latvia, 70 per-
cent of those in Lithuania, and 73 percent of
those in Estonia regularly watched PBK.%® Al-
though PBK is part of the international media
group “Baltic Media Alliance” (registered in
the UK), the network rebroadcasts most of its
entertainment and international news content
from the Russian state-owned First Russian
Channel. Local news programs in Estonia,
Latvia, and Lithuania are produced domesti-
cally but feature Russia-friendly viewpoints,
voices, and narratives.®® In addition to PBK,

a number of additional Russian state-owned,
state-controlled, or Kremlin-friendly networks
have significant viewership—and trust levels—
among the Russian-speaking Baltic popula-
tions, including Russia 24, NTV, First Russian
Channel, REN TV, and RTR (Russia-1).%' With
Russian-produced news and entertainment
dominating the Russian-speaking media
space in the Baltics, Moscow has been able
to engineer an alternate reality based on fact
manipulation, misinformation, and outright
fake news. As evidence of the effects of the
divided media landscape, a 2025 survey in
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Estonia found that 74% of ethnic Estonians
supported the statement that Ukraine should
not make any concessions to Russia, com-
pared with only 19% of ethnic Russians. This
disparity is most likely the result of different
media coverage in each language regarding
history, ownership, and responsibility for the
war.5?

Though the threat of
Russian misinformation and
manipulation is very real,
the Baltic governments have
struggled to address the
problem head-on.

Russia has also sought to influence the
Russian-language media space in the Baltics
through more covert means than those de-
scribed above. In 2014 the online news portal
“Baltnews” (owned by a media holding com-
pany registered in the Netherlands) launched
three editions—in Estonian, Latvian, and Lithu-
anian—with supposedly independent editorial
teams. Since its launch, Baltnews has featured
content from Russian media, including prom-
inent anti-Western commentators from Rus-
sia.®® Marketed as a nonpolitical, independent
news portal, a 2017 investigation by the Baltic
Center of Investigative Journalism revealed
that ownership of Baltnews traced directly
back to Rossiya Segodnya, the Russian state
news agency, through a series of holding
companies.®* In additional to taking direction
from Rossia Segodnya, it also appears that
Baltnews frequently purchased page views
(fake visitors) and paid comments from a troll
factory to boost visibility for certain stories, in-
cluding one provocatively titled “NATO’s Help
for Estonia Might Not Arrive in Time.”6®
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Though the threat of Russian misinforma-

tion and manipulation is very real, the Baltic
governments have struggled to address the
problem head-on. According to interviews
conducted by the author with government
officials in the region, Russian-speaking
audiences have not found the (Baltic) gov-
ernment-funded Russian language channels
to be compelling replacements for the Rus-
sia-produced networks, which offer much
higher production value and high-quality
entertainment content, content which often
subtly perpetuates pro-Russian narratives as
well.%¢ This challenge is especially prevalent in
the post-2022 media space, where the explic-
it bans on Russian-sponsored content have
done little to discourage Russian-speakers
from utilizing other means to access the same
media. The Baltic Media Health Check 2022-
2023 noted that the Russian-speaking audi-
ence seemed to have “vanished” in the wake
of these bans, moving to sources like Face-
book and YouTube for reuploaded Russian
content. The report also identifies a loyalty to
these Kremlin-linked networks that the Baltic
governments have failed to account for.’”

Social Media and Modern Mechanisms

The final mechanism through which Russia
has effectively waged its information warfare
against the Baltic states is social media, where
it supports pro-Russian narratives, counters
viewpoints that portray Russia in a negative
light, and promotes divisive social, political,
and economic issues in target countries.®®
Social media has also served as a loophole,
enabling the continuation and intensification
of the mechanisms described above. The
Russian disinformation apparatus has effec-
tively used the internet to circumvent EU
sanctions and bans imposed after the invasion
of Ukraine.

As in the United States, Facebook has be-
come a major vector for Russian information
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warfare in the Baltics. Beginning in early 2015,
several Facebook pages emerged, claiming
to represent separatist movements in north-
west Estonia (the “Baltic Russian Republic”),
Latvia (the “Latgalian People’s Republic”), and
Lithuania (the “People’s Republic of Vilnius”).
Responsibility for such pages is notoriously
murky but it has occasionally been traced
back to pro-Russian fringe parties and per-
sonalities in each country.®® In January 2019,
Facebook took action, shutting down 350
pages and accounts with hidden links to
Rossiya Segodnya and Sputnik due to “coor-
dinated inauthentic behavior.” These pages,
established across the Baltic, CEE, Cauca-
sus, and Central Asian states, were usually
based on neutral topics like tourism, food,
and sports, and would often accrue large
audiences (nearly 800,000 followers in total)
before inserting anti-NATO, anti-corruption,
and pro-protest messages. In doing so, Russia
sought to cultivate a sense of trust, com-

mon values, and shared community around
non-political topics in order to groom such
communities to be more receptive to political
influence and manipulation.”®

In late 2017, 55 percent

of all Russian-language
tweets about NATO in

the Baltic States and
Poland were generated by
Russian-language bots.

Russia’s malign influence measures on social
media extend to X (formerly Twitter), though
the platform is less popular among Rus-
sian-language users than English speakers.
Quarterly reports by the NATO StratCom Cen-
tre of Excellence on “Robotrolling” find signif-
icant evidence of Russian manipulation in the
Baltic Twitter space. In late 2017, 55 percent
of all Russian-language tweets about NATO in
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Moscow, Russia- October, 7, 2025, Television studio in the form of a loudspeaker, for the 20th anniversary of the Russian Today TV
channel. (Adobe Stock)

the Baltic States and Poland were generated
by Russian-language bots, and 42 percent
of Russian-language accounts in the region
were found to be automated accounts.”" More
recent NATO StratCom COE analysis shows
that Russian linked bot networks continue to
shape NATO-related discourse in the Bal-
tic-EU information space, with coordinated
groups and Al assisted automation operating
at scale across multiple platforms in 2024—
202572

Though the effects of such interventions are
difficult to measure in any language or region,
studies of Russian malign influence activities
on Twitter drawing on data from the United
States, Ukraine, and Eastern Europe suggests
that Russian bot and troll messages generate
more polarized discourse among non-troll
and non-bot users engaged (unknowingly) in
discussions of controversial subjects. ”® These
findings likely apply to other user communi-
ties—such as those in the Baltics—as well as
other popular Russian-language social media
platforms like Vkontakte and Odnoklassniki,

12

which are also subject to significant troll and
bot activity.”* Not only do Russian trolls and
bots stoke polarization and division on sen-
sitive topics, their prolific output can signifi-
cantly boost the visibility of Russia-supported
news outlets and the narratives they seek to
advance, making them critical foot soldiers

in Russia’s information war in the Baltics and
beyond.”s

An additional key function of the social me-
dia within the Russian strategy of information
warfare is “information laundering,” whereby
the origins of (often false or misleading) news
stories are obscured through traditional me-
dia, online media, and posting and re-posting
on social media.”® A 2018 RAND report on
Russian social media influence explains the
process:

In the first step, false or misleading
content is created by Russian-af-
filiated media outlets, such as RT,
Sputnik, and Russia Insider...Sec-
ond, force multipliers, such as trolls
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and bots, disseminate and amplify
this content, adding fear-mongering
commentary. Third, mutually rein-
forcing digital entities pick up and
perpetuate the narrative, whether
they are ideologically friendly or
simply fall under the category of
“useful idiots.” These entities in-
clude news aggregators, far-right or
far-left sites, blogs, and users drawn
in by clickbait headlines that rein-
force their previously held beliefs.”

In addition to bots and coordinated inauthen-
tic behavior, the Russian strategy employs vi-
ral hashtag manipulation and weaponizes hu-
man pattern recognition through slogans and
images. By including already popular, benign
hashtags such as #Latvia alongside hashtags
such as #Russophobia, pro-Russian posts can
rapidly reach wider audiences. These tools
have been further amplified by the Al’s abil-
ity to scrape social media and public data to
maximize engagement. 8

The weight and extent of this disinforma-

tion tactic cannot be understated. The 2025
Latvian State Security annual report noted the
use of social media as a “catch-all” mecha-
nism that can be even more difficult to identify
than other forms of manipulation.”® The report
notes that content from broadcast media that
is banned in the Baltics was regularly upload-
ed and spread on TikTok, Facebook, Insta-
gram, and YouTube, while Telegram was used
to proliferate banned Russian news outlets
like RIA Novosti.®°

Russia in recent years has increasingly been
using social media to target individuals, rather
than populations, to support Kremlin inter-
ests by committing violent crimes, becoming
social media influencers, and transporting
money across the border. This use of couriers
is perhaps the most obvious way Russia has
circumvented sanctions. In October 2024,
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border guards stopped a 65-year-old travel
agent trying to carry 10,000 euros in cash
into Estonia from Russia. The money had
reportedly been provided to her by Pravfond
to deliver to another party.®! Most of these
targeted “third-party” individuals come from
low-income or criminal backgrounds and are
motivated by money and opportunity rather
than ideology.®? The allure of the money and
support that Russia has promised over social
media and even through official VPN-acces-
sible websites (like the Pravfond site which
openly accepts email requests for funding
abroad) makes it difficult to deter individuals
in the Baltic states who are looking for ways
to better their own lives.

Russia in recent years has
increasingly been using social
media to target individuals,
rather than populations, to
support Kremlin interests by
committing violent crimes, be-
coming social media influenc-
ers, and transporting money
across the border.

Recalling that Russia’s strategic objectives in
its information war in the Baltics (and be-
yond) are to sow doubt, division, discord, and
mistrust of government and media, it is easy
to see how Russia’s army of online trolls and
bots contribute to this malicious strategic
operation.
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RUSSIAN NARRATIVES
IN THE BALTICS

aving detailed the diverse array of

mechanisms through which Russia

conducts its information operations
in the Baltics, let us now turn to the content
delivered through these mechanisms, focus-
ing on the false narratives meant to manip-
ulate and exacerbate preexisting societal
divisions in each country. These narratives
can be divided into two main categories.
The first consists of narratives that focus on
domestic issues with the intent of stoking in-
ternal discord within Baltic societies, predomi-
nantly between the titular nationalities and the
Russian-speaking minority.

The second set of narratives are those orient-
ed externally, attempting to turn public opin-
ion against NATO and toward Russia, thereby
driving a wedge between the Baltic states and
their Western allies. To be sure, there is cer-
tainly overlap between the two. Accusations
of fascist ideology, for example, might serve
as both an internal and external wedge issue.
Additionally, both types of narrative share

a common audience: the Russian-speaking
minority population. The narratives described
below are delivered overwhelmingly through
the Russian-language media and mechanisms
described above; Moscow appears to have
made little attempt to export these myths
among the Estonian, Latvian, and Lithua-
nian-speaking populations.

A

Removal of Soviet Monuments from Narva, Estonia, August 2022.
Postimees/Scanpix Baltics via Reuters Connect
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Internal Discord Narratives

=> The Baltics are Facist States

= The Baltics were Nazi
Collaborators

= The Soviets were liberators
not occupiers

C¥D The Baltics are Fascist States

Perhaps the most common narrative promot-
ed by Russian information warfare to sow
internal discord is the myth that the Baltic
states seek to implement fascist ideology and
policies and support the rise of neo-Nazi and
other far-right nationalist groups.®* Drawing
loosely on historical instances of collabora-
tion between native Baltic fighters and Nazi
occupiers during WWII (discussed in greater
detail below), the myth that the current Baltic
governments are inheritors of a Baltic fas-
cist movement gained greater prominence
in 2007 in the midst of Estonia’s “Bronze
Soldier” monument controversy, where the
Estonian government relocated a Soviet-era
war memorial and grave site from downtown
Tallinn to a military cemetery outside the city
center.®* This controversial decision, quick-
ly seized upon by the Russian propaganda
machine, fueled accusations that the Estonian
government was motivated by fascist ideol-
ogy seeking to desecrate anti-fascist Soviet
war heroes.®®

Since then, accusations of Nazi heritage and
fascist sympathies in the Baltic governments

15

= The Baltic States are
Russophobic and Racist

= The Russian language and
culture is under attack

=> The Baltics are failed states
and divided nations

have been a frequent trope in the Russian-lan-
guage media. For example, one pseudo-his-
torical documentary equated arrests during
the Bronze Soldier riots with the Holocaust,
claiming that protesters were taken to con-
centration camps as part of the Baltic govern-
ments’ “policy of national segregation and the
glorification of Nazis.”®® A 2018 story reported
by Zvezda TV and Sputnik falsely claimed that
Hitler's Mein Kampf was more popular than
the Harry Potter series, based on just four
used copies of the Nazi tract sold on a small
online book exchange platform.8’

The Baltics were Nazi
Collaborators

Russia’s propaganda portraying the Baltic
states as glorifying their Nazi heritage draws
on the complicated and controversial legacy
of Baltic collaboration with the Nazis during
WWIL. In 1942, the Nazis formed the Estonian
Legion, whose legionnaires fought against the
Soviet Union under the Waffen-SS. A similar
Latvian Legion was organized by the Nazis in
1943.88 Contemporary Estonian and Latvian
narratives emphasize that the native Esto-
nians and Latvians who fought in these units
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were illegally conscripted (though some did
join voluntarily), and that those who did fight
did so as freedom fighters with the hopes of
eventually regaining independence from both
Nazi Germany and the Soviet Union.®° Never-
theless, this history is a stain that Russia’s in-
formation operations frequently exploit, most
visibly during Latvia’s “Day of Remembrance”
celebrations held each year on November 11
to honor the country’s fallen soldiers. Though
explicit celebrations of the Legionnaires are
few in number, small and size, and mostly
concentrated in villages in Western Latvia,
Russian-language news coverage of the day
gives the impression that it is a nationwide
memorial celebration of Latvia’s SS veterans.®®
A “report” by the Zvezda military channel
covering a March 2017 event in remembrance
of the Legionnaires is typical: contemporary
footage of supporters marching in Riga is
interspersed with historical footage of Nazi
torch marches. The anchor reminds viewers
of the Nazi invasion of the Soviet Union and
subsequent war crimes before claiming that
Latvian, Estonian, and Lithuanian marches are
a continuation of the Nazi tradition of torch
marches.®

These and similar representations give Rus-
sian-speaking viewers the impression that
support for fascism in the Baltic states is
widespread and growing, a narrative further
reinforced and spread by Russia’s network

of NGOs in the region, as well as by top
Russian government officials like Russian
Foreign Minister Sergei Lavrov.® Similarly, a
2017 NATO-produced film commemorating
the Baltic “Forest Brothers”—irregular partisan
units who fought against the Soviet occupa-
tion during and after WWIl—prompted outrage
from Russian Deputy Prime Minister Dmitry
Rogozin, who declared that the video proved
that “when we face NATO we face the heirs
to those of Hitler’s collaborators who survived
the war.”®® The story that the film celebrated
the Forest Brothers were being celebrated as
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Nazi collaborators was subsequently repeated
by all major Russian TV channels, with Rossiya
Segodnya chief Dmitry Kiselyov going so far
as to falsely declare that the partisans were
responsible for the deaths of “hundreds of
thousands of Jews.”%

ci The Soviets were liberators...

Russia juxtaposes its portrayal of Baltic fas-
cism with its preferred narrative of the Soviet
Union as the world’s savior from fascism by
defeating Nazi Germany in WWII (known more
commonly in the former Soviet States as the
Great Patriotic War). To be sure, the Soviet
Union’s immense sacrifice in the war was
central in stopping Hitler's war machine. But in
recent years, Victory Day (celebrated by Rus-
sia on 9 May) has been elevated to something
approximating a civic holy day. This element
of Russia’s information operations comes

the closest to the definition of “soft power,”
presenting a positive and attractive vision for
others to ascribe and aspire to. The vision of
the Soviet Union’s triumph of good over evil is
portrayed throughout the Baltic Russian-lan-
guage information space through traditional
Victory Day celebrations, the accompanying
St. George Ribbon campaign,®® the “Immortal
Regiment” campaign and marches, associated
positive news coverage, historically-focused
conferences and lectures, and popular histor-
ical dramas shown on television.?® The juxta-
position of the narratives of “Baltics as fascist
collaborators” and “Soviets as anti-fascist
saviors” demonstrates the Kremlin’s keen use
of history for instrumental political purposes.

...and definitely not occupiers

Related to the “liberators of fascism” narra-
tive is another claim, often trumpeted in the
Russian-language Baltic media space: that the
Soviet Union did not forcibly occupy the Baltic
States in 1940 (or again in 1944).5” On the
contrary, or so this narrative claims, the Soviet
incorporation of Estonia, Latvia, and Lithua-
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nia was consistent with international law and
norms of the time, based on mutual agree-
ment and consent of the countries’ national
leadership.®® As such, there was no Soviet
“occupation,” as the incorporation was both
voluntary and legal. This, interestingly, is often
contrasted with the “illegal” dissolution of

the Soviet Union in 1991, for which the Baltic
states played a leading role. Here too, Mos-
cow has attempted to rewrite the historical
record to discredit its adversaries. In 2013, the
First Baltic Channel broadcast a conspiratorial
pseudo-documentary produced by Russia’s
First Channel about the fateful January 1991
Soviet special forces assault on the television
tower in Vilnius, a confrontation that left 14
dead and hundreds injured. The 2013 “docu-
mentary” claimed falsely that Lithuanian Sa-
jadis (independence movement) snipers were
responsible for the deaths, not Soviet forc-
es.%® Tellingly, similar (and unsubstantiated)
conspiracy theories arose in Ukraine in 2014
with claims that pro-Maidan protesters were
killed by opposition snipers, not by Ukrainian
“Berkut” forces loyal to then-president Viktor
Yanukovych.0°

The Baltic States are
Russophobic and Racist

Another divisive narrative frequently repeated
throughout the Russian information space is
that the Baltic states and their titular national-
ities are Russophobic and racist, a label that
is increasingly applied globally to any coun-
try or individual who criticizes Russia and its
government! Such narratives complement
the fascist narratives discussed above, partic-
ularly those that claim conspiracies of ethnic
cleansing and concentration camps for Rus-
sian speakers. These narratives tend to be
rooted in the contentious history of language
and citizenship rights in the Baltic states
following the collapse of the Soviet Union.
Though Lithuania (with its comparatively small
ethnic Russian population) granted full citizen-
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ship to nearly all those living in the country

at the time of the Soviet collapse, Latvia and
Estonia imposed strict citizenship restrictions
that effectively excluded Russians and other
Soviet nationalities from citizenship, those that
“colonized” the two countries after 1940.

Latvian and Estonian language fluency re-
quirements for naturalization guaranteed

that the many Russian-speakers who never
learned the local language would be locked
out of citizenship and civil service employ-
ment, generating substantial grievances
among the Russian-speaking “stateless” pop-
ulations. Though these laws were relaxed as
a condition of EU membership, they—and the
politics of language and education—remain
potent sources of grievance on which Russia’s
information warfare can thrive, particularly af-
ter the invasion of Ukraine caused the Baltics
to tighten their policies. Since 2022, no Baltic
state has fundamentally changed its citizen-
ship laws, but some have narrowed related
policies in areas such as residency, language,
and political rights in ways that affect Russian
nationals and Russian-speaking minorities.

Since 2022, no Baltic state
has fundamentally changed
its citizenship laws, but
some have narrowed related
policies in areas such as
residency, language, and
political rights in ways that
affect Russian nationals.

Narratives of discrimination against ethnic
Russian minorities are common fodder for
the Russian propaganda machine. While
there may be more than a grain of truth to
this charge—as Russian speakers do face real
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discrimination at times in the Baltic countries—
Russia’s agents of information operations en-
sure that it remains a divisive domestic issue
by ensuring that it remains it in the spotlight.
At the same time, outright falsehoods, such
claims that ethnic Russians are denied med-
ical help or are barred from giving Russian
names to their children, are purely manipula-
tive lies.°?

A popular offshoot of this narrative is the
post-invasion fallacy that large numbers of
Baltic residents are immigrating to Russia

and Belarus to escape “Russophobia.” Social
media influencers such as Alexey Stefanov
amplify this idea by highlighting stories of
ethnic Russians who have emigrated from the
Baltics, portraying them as having found new-
found freedom from political persecution.®®

The Russian language and cul-
ture is under attack

Related to the racist Russophobe narrative is
the oft-repeated claim that Russian language
and culture are under attack by the Baltic
governments. Russia’s GONGOs and NGOs,
many of which explicitly focus on promotion
and protection of Russian culture and lan-
guage, are particularly active in stoking this
narrative.** Several instances of changes to
language and education policy in the region
have prompted accusations of attempts at
cultural extermination from Russian and Rus-
sia-supported organizations.'® This has been
the reaction to policies meant to increase
native language fluency among students in
predominantly Russian-language schools:
while Baltic governments see this as an effort
to improve integration of the Russian-speak-
ing population, it is often decried as an attack
on the Russian language©® Similarly, a 2012
referendum held in Latvia and supported by
the pro-Russian Harmony Centre Party and
other fringe parties and figures asked whether
the constitution should be amended to make
Russian a second official language in Latvia.
Not only was the ensuing campaign between
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“Yes” and “No” domestically divisive, evidence
suggests that Russia provided covert fund-
ing in support of the “Yes” campaign through
a variety of NGOs and Russian-connected
figures, in addition to rhetorical support from
Russian government officials and Krem-
lin-backed media®” In many respects, this was
a win-win for the Kremlin: when the measure
failed with 74.8 percent voting against the
measure, Moscow could point to the results
as further evidence of the Baltic population’s
hostility to ordinary Russians and their culture.

C#ED The Baltics as failed states and
divided nations

The final narrative of internal discord prop-
agated by Russian information operations—
drawing on all the previous narratives dis-
cussed above-is that Baltic states are failed
states straining to hold together irreparably
divided societies.®® One article published on
the pro-Russian portal Vesti.lv warned that
Latvia was at risk of descending into civil

war over language and education policies.®®
Another article published at Rubaltic.ru by a
well-known Baltic critic argued that Latvia fac-
ing a demographic crisis such that the ethnic
Latvian population would disappear within

a century. Latvia’s declining population, the
author claimed, was exacerbated by (falsely)
atrocious health care facilities: “It is becoming
frightening to give birth in Latvia...No one can
assist in delivering a baby. No one can look
after a child during the first years of his life.”"°
This Russian-sponsored narrative seems to
come from every direction in Baltic society, as
even politicians like Aleksejs Roslikovs, who
is currently under investigation in Latvia for
inciting hatred, have based their entire plat-
form on slandering, doubting, and undermin-
ing local institutions and government.™ These
doubts in the state as a whole are almost
always, presented as enduring and irrepara-
ble, giving the impression that the Baltics are
too far gone to be saved.
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External Wedge Narratives

=> Joining NATO made the
Baltics less safe

= NATO and the US do not

care about the Baltics

= NATO is an unwanted
occupier

External Wedge Narratives

The narratives discussed above seek to exac-
erbate internal divisions between titular major-
ities and Russian-speaking minorities in the
Baltics, attempting to sow discord, doubt, un-
certainty, and instability in the NATO member
states that sit on Russia’s doorstep, with the
idea that if you weaken the allies, you weaken
the alliance. Another set of Russian-backed
narratives target ties between Baltic societ-
ies and NATO more explicitly, all serving the
broader Russian strategy of asymmetric sub-
tractive balancing.

Joining NATO made the Baltics
less safe

This narrative emphasizes that, in joining
NATO in 2004, Estonia, Latvia, and Lithuania
became targets of the vastly superior Russian
military, thereby making them less safe and
the likely first casualties in any war between
Russia and NATO."2 A 2017 article published
on Baltnews.lv distorted the findings of a 2016
RAND report wargaming a Russian attack

in the Baltics, arguing that the Baltic states
“will be the first targets” that Russia attacks
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= Crimes committed by

NATO forces

=> Traditional values vs. the

West

in @ coming war, illustrating the alarmist claim
with a photoshopped image of Riga’s famous
House of Blackheads in ruins.™

NATO and the US do not care
about the Baltics

These claims of vulnerability are often accom-
panied by assertions that the United States
and NATO do not actually care about the
Baltic states and would not (or could not) de-
fend them in the event of war™ By promoting
such a narrative, Russia seeks to undermine
confidence in NATO’s Article 5 guarantees."™
A 2017 article appearing on rubaltic.ru pro-
claiming that “Trump has cut funding for the
Baltic states” is characteristic. Despite the
fact that USAID had not provided funding to
the Baltics since 2004, the article’s author
misleadingly claimed that the Trump admin-
istration’s proposed funding cut for all public
diplomacy programs was evidence of America
abandoning its Baltic allies: “Washington has
said the Baltic states and other parasites, who
are used to living off U.S. State Department
grants, won’t get a damn thing.”™ Though it

is unclear whether animus for, or even aware-
ness of, Tallinn, Riga, or Vilnius was behind
Trump’s budget machinations at the time, the
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original misleading article was subsequent-
ly republished by at least 37 different Rus-
sian-language websites, including vesti.lv and
baltnews.lt.

Often accompanying these narratives of
American indifference are related claims that
the Baltic governments are simply American
vassals, incapable of independent decision
making or foreign policy formulation.” An-
other related narrative portrays the Baltics
little more than playgrounds or experimental
laboratories for the Washington elite, with
everyone’s favorite global conspirator, George
Soros as a primary culprit™ These narratives
often fuel the “failed state” narrative dis-
cussed above, as a dependent state is not
functional state.

NATO is an unwanted occupier

Attempting to turn the (factual) narrative of
the Soviet occupation of the Baltics on its
head, another common narrative in the Rus-
sian-language press portrays NATO instead
as the unwelcome foreign occupier™ In an
effort to portray NATO’s presence in Latvia as
unpopular, the outlet Vesti.lv mischaracterized
a German newspaper article and claimed that
NATO forces risked provoking riots among
the Russian-speaking population.?° In another
telling example of Russia’s instrumental, co-
ordinated, and opportunistic use of traditional
and social media to spread misinformation,

a 2017 visit by the Estonian president to the
Estonian-Russian border provided grist for the
propaganda mill. Estonian social media users,
observing photos of the President inspect-
ing a border fence with inward-facing metal
brackets on top, joked that the fence must be
meant to keep Estonians in rather than Russia
out. The joke was subsequently picked up by
a Russian-speaking social media user in Es-
tonia, who asserted that the fence was meant
to keep Estonia’s Russian population from
escaping in the event of war, a claim that was
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echoed by subsequent commenters on the
post. Within days, these comments were used
as source material for a Baltnews article as-
serting that the purpose of the Estonian-Rus-
sian border fence was to keep Estonia’s
Russian-speaking population hostage in the
event of war?'

Crimes committed by NATO
forces

Another strand of anti-NATO propaganda

in the Russian-language information space
highlights crimes and misdeeds committed
by NATO soldiers stationed in the region as
part of NATO’s Enhanced Forward Presence.
Sometimes these stories are based on a ker-
nel of truth but often grossly mischaracterized;
others are fabricated entirely. The purpose of
these manipulated or fake stories is to turn
public opinion—primarily the Russian-speak-
ing population—against NATO’s presence in
the region and, more broadly, against NATO
membership itself. One 2018 story claimed
that, in Lithuania, a child on a bicycle was

run over by a U.S. Army armored personnel
carrier during the Sabre Strike NATO exercise.
Posted on a blog designed to look identical to
a popular Lithuanian news portal, the article
claimed that the child died instantly while

13 Americans were injured. In fact, no such
death occurred and the story was eventually
debunked by journalists and the Lithuanian
Ministry of Defense.?? Several articles pub-
lished in Latvia during the 2017 Sabre Strike
exercises claimed reports of sexual deviancy
(Canadian soldiers wearing women’s under-
wear and predominantly gay units deployed
to the region) and rape by NATO soldiers.
One asserted, “NATO soldiers on Latvian
territory can behave in a loose manner - up to
the point of committing rape. And their viola-
tions will be hushed up under the pretext of
the ‘Russian threat.”'?3* NATO’s 2017 Summer
Shield exercises prompted an article on Balt-
news claiming that NATO was planning to use
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Russian-speakers to test new physical, biolog-
ical, and psychological methods of population
control, a claim that originally appeared in the
Russian newspaper Nezavisimaya Gazeta.*
These are but a few of the many examples of
falsified stories propagated throughout Rus-
sia’s mechanisms of information warfare. They
are intended to sow mistrust of NATO forces
among the Russian-speaking population and,
if possible, undermine the strength of the
Baltics states’ commitment to the alliance and
vice versa.

Traditional values vs. the West

The final set of wedge narratives seeks to pit
Baltic societies against their Western allies by
exploiting a variety of potentially divisive so-
cial issues. Interviews conducted with Latvian
government officials and American diplomatic
personnel in 2019 indicated that the narra-
tive that “NATO is bad for the environment”
was gaining traction, perhaps indicating an
attempt to woo the Latvian Green Party into
coalition with the pro-Russian Harmony Cen-
tre Party. Yet other narratives emphasize the
divide between traditional conservative values
(embodied by Russia) and the decadent cos-
mopolitan values of the West?5 Oftentimes
these narratives focus on LGBTQ+ issues, con-
trasting the immoral West (sometimes referred
to as “Gayropa”) with Russia as the defender
of traditional values, particularly following the
Russian designation of the “LGBT Movement”
as an extremist organization in 2023.® “In do-
ing so,” a RAND report notes, “Russia hopes
to identify and make more salient the issues
that would align the Baltic countries with

itself rather than with the EU and the United
States.”™?” While LGBTQ+ rights and attitudes
vary from relatively progressive (Estonia), to
moderately conservative (Lithuania), the issue
represents a point of potential commonality
between more conservative Baltic citizens
and Russians?® In recent years, Russian-sup-
ported narratives emphasizing the purported-
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ly destabilizing effects of Islamic culture and
refugees have similarly sought to separate the
Baltic countries from the EU and its unrestrict-
ed internal migration policies.””®

Ukraine as a warning and weapon

After the full-scale invasion of Ukraine in
2022, the Kremlin has propagated Ukraine-re-
lated narratives in the Baltics not only to ratio-
nalize Putin’s war, but to also sow doubt into
Baltic citizens on whether supporting Ukraine
is an escalatory and risky economic “burden”
that could put their own lives at risk. Russia’s
invasion upended post-Cold War assumptions
about the durability of European peace, but its
messaging was hardly innovative. Instead, the
war in Ukraine has served as a more vivid and
emotionally charged update to earlier narra-
tives.

For Russia, the war has provided plenty of
material to paint Ukraine as a cautionary tale
of a small state navigating the “consequenc-
es” of NATO partnership, a partnership that
has not only cost Ukraine hundreds of thou-
sands of lives but also complicated its path

to Euro-Atlantic integration.®® Russian media
and proxies argue that the US and NATO used
Ukrainian citizens as pawns to bleed out Rus-
sia’s military manpower and capability® The
implication is evident: the Baltics are expend-
able front-line states, not safeguarded allies,
and their sons and daughters could be next.
Disseminated throughout the information
space in Latvia, Lithuania, and Estonia, mes-
saging surrounding the war in Ukraine clearly
aims to prompt the Baltic states to draw paral-
lels between Kyiv’s fate and their own if they
deepen their reliance on NATO.

Furthermore, Russia continues to portray
Ukraine and the West as the aggressors, while
amplifying the coercive pressure by claiming
that the Baltic states are preparing for hos-
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Pro-Ukraninan protest in front of the Russian Embassy in Tallinn, Estonia, February 23, 2022. (Photo by Silver Tambur)

tile actions against Russia. These states are
painted as complicit in the war through mea-
sures such as sanctions, refugee assistance,
and granting Ukraine access to airspace and
military infrastructure access. The Baltic states
and the European Parliament have fiercely
denied any hostile intent or preparation for
military action, while Russian propaganda
builds the case for “a direct casus belli.”*2 This
messaging’s effects are twofold: it twists Baltic
solidarity with Ukraine into fear that these
actions are only provoking Russian retaliation,
and clouds Baltic leaders’ strategic clarity

by forcing them to expend energy quelling
domestic political instability. The spring 2026
drone incursions into Latvia and the ensuing
flood of Russian misinformation are a textbook
example of this dynamic, with the Latvian
Prime Minister ultimately resigning over her
handling of the situation.’®

Finally, Russia portrays support for Ukraine

as a futile and unworthy cause by amplifying
messaging of wavering US support and NATO
cohesion, refugee crises, Ukrainian corrup-
tion, and an impending Ukrainian defeat. This
narrative is effective in that it does not sway

22

Baltic citizens to Russia’s cause; it simply has
to sow doubt, cynicism, and fatigue. Fabri-
cated stories of Ukrainian leaders with lavish
spending habits, for example, insinuate that
foreign contributions to the war effort are
wasted and that quotidian Baltic citizens are
paying for the comfort of oligarchic Ukraini-
ans®4

Consequently, narratives about Ukraine
overlap with both the Kremlin’s external and
internal wedge strategies. Externally, Russia’s
manipulation of the information space erodes
the Baltics’ trust in Western allies and partners
by promoting the perception of fraught alli-
ances and fragile security guarantees. Inter-
nally, it exploits difficult domestic issues such
as immigration, the economy, and historical
memory. In doing so, Russia has tweaked rath-
er than completely overhauling its older Baltic
narratives to suit the post-invasion reality:

the central messages of an unreliable West re-
main largely untouched, but Kyiv serves as an
emotionally and politically potent illustration of
that warning.
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POLICY IMPLICATIONS
AND RECOMMENDATIONS

he critical lesson to be learned from
I two decades of Russian information
warfare against the Baltic states is
that such efforts are not simply an effort
to make target populations believe the lies

manufactured by the Kremlin. Rather, it is a
form of political warfare aimed at degrading

social trust, exacerbating existing grievances,

dividing societies along longstanding—and
often contentious—linguistic, ethnic, and his-

torical lines, and ultimately weakening trust in

NATO’s ability and willingness to defend its
eastern flank. Moscow does not need to win

hearts and minds to succeed—it only needs to
make democratic publics more cynical, more

polarized, more divided, and more skeptical

that their allies will defend them in case of an
Article 5 scenario. Anything that weakens the
cohesion and resolve of NATO and its mem-
ber states furthers Russia’s strategic objective
to eliminate the West as a check on Moscow’s
neo-imperial ambitions.

For NATO, this makes information resilience a
critical requisite for credible deterrence. Tan-
gible indicators of military capacity—including
troop readiness, forward presence, weapons
stockpiles, and robust planning—remain indis-
pensable. But these measures only enhance
deterrence if both adversaries and allies alike
regard NATO commitments as credible. NATO

A Path Forward For NATO Allies

=> Integrate information resilience into
NATO strategic deterrence planning

=> Move beyond broadcast media
restrictions to defend against
disinformation

=> Preempt and counter corrosive
narratives

=> Strengthen democratic and inclusive

minority integration

=> |nvest in cross-cultural independent
journalism and civil society

=> Expand defenses across the entire
transatlantic alliance

= Demonstrate visible alliance resolve
and reassurance

=> Scale Baltic lessons across NATO




should therefore integrate assessments of
social cohesion, public confidence, foreign-in-
formation manipulation, and narrative vulnera-
bility into strategic planning while using exer-
cises and deployments to visibly demonstrate
Allied capability and resolve. Finally, they must
anticipate and preempt corrosive Kremlin nar-
ratives before they take root.

The Baltic experience also demonstrates

the limits of a counter-propaganda response
centered solely on restricting traditional
Kremlin-controlled media outlets. Restrictions
imposed on Russian-backed media after the
full-scale invasion of Ukraine have mere-

ly redirected—but not eliminated—Russian
influence in the Baltics and beyond. Driven
from traditional broadcast and print media,
Kremlin-aligned content has migrated through
social-media platforms, VPNs, mirror sites,
Telegram channels, informal influencers, co-
vert financing, and nominally independent or-
ganizations. Western governments must like-
wise adapt by shifting from a broadcast-era
approach to one focused on targeting multi-
domain information laundering, cross-platform
amplification, covert funding, and the rapid
adaptation of malign influence networks.

These defensive efforts must not be limited
to the Baltics alone, or even to just NATO’s
eastern flank. The war in Ukraine has shown
how Russian misinformation campaigns have
spread lies and undermined support for
decisive action as far away as the American
heartland. Russia’s machinery of information
laundering knows no geographical boundar-
ies—and neither should our defenses.

NATO’s response must also pair these defen-
sive measures with urgent efforts to enhance
democratic resilience across the alliance.
Within the Baltic states, the correct approach
to countering Moscow’s exploitation of minori-
ty grievances is not to treat Russian speakers
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as potential security threats. Rather, govern-
ments and cross-cultural civic organizations
must ensure that these populations have
access to trusted independent media, public
services, opportunities for civic participation
that transcends linguistic and cultural bound-
aries, and a meaningful stake in democratic
politics. Inclusive integration of minorities,
transparent governance, independent Rus-
sian-language journalism, and a healthy local
civil society are not peripheral social concerts;
they are crucial strategic assets that reduce
vulnerabilities Moscow seeks to exploit in
NATO'’s frontline defenders.

Nor can democratic resilience be limited to
those closest to the physical threat of Russian
aggression. A longstanding track record of
Russian interference in democratic processes
in the United States, the United Kingdom, and
across Europe serve as constant reminders of
Moscow’s unrelenting efforts to use democra-
Cy as a weapon against itself by seizing upon
existing divisions and controversies to distract
and disrupt a unified transatlantic response.

The United States and Europe can play a
leading role in supporting this effort through
sustained political reassurance, intelligence
sharing, technical cooperation, and support
for independent media and civil society. To-
gether, we must loudly and credibly signal a
clear commitment that the defense of Estonia,
Latvia, and Lithuania is inseparable from the
defense of the transatlantic community. The
Baltic states are not simply a target for Rus-
sian political warfare—they are also a labora-
tory for democratic resilience. The policies
developed there can help NATO meet a wider
challenge: preserving the cohesion, trust, and
political will on which collective defense and
deterrence ultimately rests.
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